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ABSTRACT

This paper is focused on the standard which ha® loesigned to facilitate communication between aadi
frequency identification (RFID) system & smart RAi&ys with integral transducer in data format. iis standard is one
of the part of IEEE 1451 standard so it has dewslapew set of Transducer Electronic Data Sheet @)ER a command

set for smart RFID tags.
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INTRODUCTION

The proliferation of sensor and instrument bugdses introduced new ways to interface and commumiaétth
transducers. The widespread availability of miogogbnics, computers, and networks provide a gomgodunity to
network large arrays of transducers to measuregacteize, model, and monitor many large structunegchinery, and
mechanical systems. Nevertheless, these new wayes leen useful only to segments of the transduoermwnity.
In addition, the increased use of large numberarfsducers has also created a need for keepingdfabe transducers
and their associated manufacturer data. The av#yatf economical off-the-shelf memory chips hiaslp to implement
built-in electronic data sheets in small transdsic@his has significant contribution in building &rtransducers with
self-identification capability through the use ¢déetronic data sheets. The transducer community r@isognized the need
for a common way of connecting these smart traresduand thus began the work on the IEEE 1451 Shmartsducer
Interface Standard. When these standardized is&sfare in place, transducer producers can dels@ndevices to a
single set of specification for transducers andvodts connectivity. This will hopefully alleviatbé uncertainty and allow
for the rapid development of smart sensors andasmtsi for use with the networks [1]. ]. In the langp, it will most likely
lead to a lower development cost for the smart epsoducers and a proliferation of smart deviaeghie market.
Thus, the emergence of smart devices and conttalonks will make available a wide variety of protdor users to
choose from based on their merits. If this trendtiome, it will eventually lower the total systerast and broaden the

application domain for distributed control applioas for the users [2].

The IEEE 1451 provides a set of common interfcesonnecting transducers (sensors and actuatesjisting
instrumentation and control networks and lays & gat the sensor community to design systems fturéugrowth.
It is intended to provide an easy upgrade pathctmnectivity of products from any manufacturer nisducers or
networks. The IEEE 1451 Standard can be basicaljwed as a software antardware oriented interfaces.
The software portion is an information model defmithe behaviors of a smart transducer using oljectel approach
and the path for network connectivity. This workstbeen completed and become the IEEE 1451.1-1@9@&d [1].

The sensor usage crosses various industries; therdie hardware portion of the IEEE 1451 Standswdivided into
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1451.2, 1451.3, and 1451.4 to meet their specd@ds. The first one, focused on an interfacerforsducers with lower
signal bandwidth requirements, has been compleatddiasignated as the IEEE 1451.2-1977 Standard [2].

This standard is seventh member of IEEE 1451 famvihich was sponsored by the TC9 sensor technology
(IM/ST) committee of the IEEE instrumentation & Memement Society and approved on 25 March 2010Gc&bs in
this Family of IEEE1451, transducer are connectettansducer interface module (TIM) and this TIMc@nnected to
Network Capable Application Processor to grant nekwaccess to transducer data. The standard idageebto provide
methods for interfacing transducers and RFID tagel for reporting transducer data within the RFiirastructure.

It is designed in such manner, it reduce the aodttime required to integrate transducer and Riyddesns.
TRANSDUCER AND RFID SYSTEM INTERFACE

The technique of employing RFID system in thisndtad has set a feature that allows smart transdoce
communicate with the outside world. This standapdsists of four essential design elements whichragpto this

standard. They are listed below
»  Communication Protocol
» Command Structure
» Transducer Electronic Data Sheet
* Transducer data
The communications protocol provides the diratt hetween the outside world and the smart traresduc

This standard identifies a number of the ISO/IECIAterface specifications that are essentialsigpporting this
standard & along with this it also support otherimierface. The command structure is the langudgtiewhich the actions
of the smart transducer are controlled. The TED8ains the capability and configuration information each particular

smart transducer. The transducer data constiteteefults of sensor measurements.

Figure 1 provides an example of the minimum conepd® required in a system interfaced with an

IEEE 1451.7-compliant transducer. The elements comio all IEEE 1451.7-compliant systems are shaded.
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Figure 1: RFID System Interface with Smart Transduer

The input from RFID Tag interrogator or networkeirface is processed by the command generator herd t

transmitted to its RF Unit. Within the IEEE 145T7ansducer, the Command Interpreter processes sighals sent to it
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from the RF Unit, into low-level control signalshdse signals are required for the various functadghich the particular
smart transducer is capable. The IEEE 1451.7-damtplransducer retrieves data from the TEDS memamg all data

records transmitted by its RF Unit.
AIR INTERFACE APPLICABILITY [RFID AND REAL-TIME LOC  ATING SYSTEM (RTLS)]

The IEEE 1451.7 command structure supports theindérface communications protocols described ia th

following ISO/IEC standards; additional air interéaprotocols may be added by declaring compliarittethis standard:

 |ISO/IEC 18000-2:2009 [B9],3 Information TechnologRadio Frequency Identification for Item

Management—Part 2: Parameters for Air Interface @amnications below 135 kHz.

e« |ISO/IEC 18000-3:2009 [B10], Information TechnologRadio Frequency Identification for Item

Management—Part 3: Parameters for Air Interface @amications at 13.56 MHz.

e« ISO/IEC 18000-4:2008 [B11], Information TechnologiRadio Frequency Identification for Item

Management—Part 4: Parameters for Air Interface @amications at 2.45 GHz.

 |ISO/IEC 18000-6:2006 [B12], Information TechnologRadio Frequency Identification for Item

Management—Part 6: Parameters for Air Interface @anications at 860 MHz to 96 MHz.

 |ISO/IEC 18000-7:2009 [B13], Information TechnologRadio Frequency Identification for Item

Management—Part 7: Parameters for Active Air Irieef Communications at 433 MHz.

e ISO/IEC 24730-2:2006 [B14], Information Technologireal-Time Locating Systems (RTLS)—Part 2: 2.4 GHz
Air Interface Protocol.

e ISO/IEC 24730-5:2000 [B15], Information Technologytomatic Identification and Data Capture Technique
SENSOR SECURITY STRUCTURES
This standard is designed in such manner thaniisbof two level in hierarchy structure. The levare:-
» The physical design of sensor is used to deterthiad¢ype of sensor
* The measured or derived data from sensor is useefice the data type.

Basically, it specifies sensor type & scaling RIFID sensor data acquisition, files that contraiadacquisition
and hold desired sensor data, and command for singedata files. The extracted data available ab sgnsor consist of

the following:
* Sensor identifier
* Sensor characteristics record
» Sample and configuration record
» Event administration record
» Eventrecord

The standard provides the optional security in fovons Air Interface Security & Direct Sensor Setur
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Air interface provides methods for the sensortiiiza the security built on RFID air interface whi operates by
the tags passing a security status code to theniirig the sensor of the tag. The sensor then apiptely limits its
command execution according to a security functiode programmed by the user. If the sensor is gempbedded

within the tag electronics, then this method ofsegrsecurity is as secure as the air interfacerisgcu

The direct sensor security can be as simple asetder authenticating itself to the sensor viargple password.
This standard provides a structure and a commainthaecan allow for “Two-Way Authentication,” méag that both
Reader and Sensor can privately authenticate ibatther has a secret key. Passwords may curtently, 32, 64, or 128
bits long. Keys may also be any of these lengthd,aso they may be any number if a specific kegtle is specified as
always associated with a particular encryption @fgm. An algorithm in this standard may also bi¢ éen with respect
to length, and then the particular length specifiethe TEDS.

COMMAND

The commands provide user-based instructions & g@nsors, together with their associated responses
In order to implement the commands across thentgrface then the structure of each command amebnes should not
have additional overhead bits in terms of the ptd#armand trailer .The air interface command struectmust be able to
retrieve data concerning from multiple sensor¢e@tommands and responses have optional randorbenfialds and

security tokens attached and it may be of any teagtallowed in the TEDS (currently 16, 32, 64, 428 bits).
The commands support one of four means of adaiggsssensor, as follows:
e Tag-level addressing such as port numbers, of wihielsensor does not need to be aware.
e Using a subaddress number declared by the sensor.
* Using the 64-bit unique sensor identifier as a ddbess.

* Using the first three fields of the sensor chamésties TEDS, uniquely identifying the type of sensas a

sub-address.
RFID COMMUNICATION

The commands and responses that are specifibisistandard are designed to be encapsulatedair arierface
command and response assigned to support thisasthrffluch air interface transport commands andoressgs shall be
specified within the air interface protocol starlafhe encapsulated IEEE 1451.7 command is passdhdetsensor
component for processing when the RFID tag receivegransport command. The sensor response oréy Wie RFID

component is encapsulated in the air interfacespari response.

This basic procedure enables different air interfiarotocols to support sensors in a manner cobipatith other
RFID data-related processes, but leave the cor& IE£51.7 commands, responses, and processes andetsie for

processing by the RFID interrogator, and other @sees between the RFID tag and the application
INTEGRATION OF IEEE 1451.7 TRANSDUCER WITH OTHE 145 1 DEVICES

The IEEE 1451 family of standards is designed ltowathe interconnection of a variety of transdwcer

(sensors and actuators) in a network, wired orlesse with different physical configurations, sugh point to point,
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distributed multidrop, and mixed mode. A transduteiconnected to a transducer interface module [TWhich is
connected to a network capable application procef€AP) for network access. The TIM and NCAP cam b

implemented as an integrated unit illustrated guFe 3
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Figure 3: An Integrated leee 1451 Ncap/Tim Module ith an IEEE 1451.7 Transducer in a Network

CONCLUSIONS

The paper is able to provide the brief idea abbatv transducer and RFID system interface works,
RFID communication and how the IEEE 1451.7 standmabnfigured with other standard. The standaogs to reduce
the cost & time required to integrate transduceREID system and also acts as means for the deviegj&pment

interoperability
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